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EXECUTIVE SUMMARY

Classic OS pratgon techniques are no longer able to protect against the constant evolving threat
landscapeto any IT infrastructure Increasingly untrustworthy software residing on top of an OS,
including active web code and remotely exploited applications, meansitthgino longer sufficient to
protect users from each other.

This paper analyzes the vulnerability disclosures and security updateg diogityear 2007 fowindows
Vista Operating System when comparedtsopredecessor, Windows XP, along with otherdem Client
Operating SystemRed Hat, Ubuntu and Apple Mac OS X.

The results of this analysis based on tielnerability CountMetric and Days of Rislsuggestthat
Windows Vistais the most secure Operating Systewhen compared to the other leading Desktop
Operating Systemdor the year 2007based on its lower vulnerability profile. Windows Vista is also
significantly easier to administer for IT Security of various corporations as well as individual users based
on the number of Security Bulletina@d updatest issuesbesides the excellent security support provided
through Microsoft TechNet Security Center

With the vulnerability and risk data available, | also wanted to tackle the tdfrawser securityThe
analysis reveals thdirefox 2.x on Ubuntu platform was the most secure browser for the year 200}
terms of the lowest Days of Risk and vulnerability profile.

While these results represent only the vulnerability dimension of sgctisk, they do provide insight

into the aspects of security quality that are under the controthaf vendorsg code security quality and
security response. These metrics however, must be considered in combination with several other
important qualitative factors when choosing a platform based upon security maintenance anddisetlih

of a security breach in yo@nvironment.

.S@82yR LI G0KSa FyR @dzZ ySNIoAfAGASaET GKSNB I NB ¢
but undeniably impact deployed security. Qualities like security lifecycle support, bulletin
descriptiveness, default security features and the like all have a direct impact on deployed role security.

Note: This report is an update to the previously publish&tihdows Vista On&ear Vulnerability Report

by Jeff Jonés a VP at Microsoft, who concludetiat Windows Vista is more secure by analyzing
vulnerability data of Windows Vista and other Operating Systems based on the first year of their
operation.However, a Jeff admitsthis kind of first year analysis may be good to evaluate the security
practices and product development methodologies of a vendor more than measure the security of an
Operating system. This papekpands on his findingshile followinga similar structuredza SR Ay W§
report presentinga deeper level of analysis armbmparison of themodern workstation Operating
Systemsusing the entire 2007 vulnerability and risk datdnich would more accurately reflect the
GLINBEASY( &5 QENKKS i SaiRgpFse®NB y §  h LIS

! http://blogs.technet.com/security/archive/2008/01/23/downloatindowsvistaone-yearvulnerabilityreport.aspx
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INTRODUCTION

With Operating System Security, there is a need for preventing the unauthorized reading or modification
of data, or the unauthorized use of resources. Traditionally, protection has been based on the idea of
protecting users fsm each other. The operating system and other programs authenticate a user, and
the user is the basis of protection policies. Applications a user runs on his behalf are assumed to perform
according to their specifications.

The rise of the Internet, howevehas drastically reduced the trust that can be placed in software
running on our Operating Systems. First, a tremendous amount of active content can be run simply by
loading a Web page or reading anmil lowering the barriers to entry. Also, the usespiyware and
adware, disguised as legitimate software, is on the ridso, we are going to see local applications
interpreting more and more remote content, increasing the likelihood that a malicious user can exploit
vulnerabilitiesto take control of tle program, the operating system and finally the machine itself.

hLISNFGAy3a {eaidSYy OSyR2NR dzaS GKS GSNY aaSOdaNBé
reality is that how secure a system really is lies initly@ementationof the Operating Bstem itself.

MEASURING OPERATING SYSTEM SECURITY

How does one measure the security of an Operating System or for that matter, measure Information
Security? After all, the common mantra seems totbe Ddzy Qi YI yI 3S g KI Gande 2 dz
GoKI GY SAISHENB R BS& tyamedd@iggShe dumber of vulnerabilities and their severity, can
we determinehow securean Operating System is? Can these mefpieslict future risk trends? What

do these numbers actually tell us? And if these numbers are Itineiyear from last year or their first
year, can the vendor claim success aboutvidingenhanced security?

| tried to approach this Operating System Security Metrics basednotSSA paper o8even Myths
about Information Security Mtrics. Measuringanything makes it easier to drive improvements but
measuring the wrong things leads to improving the wrong things. The hard part is not measurement
per sebut figuring out the suite of parameters that need altering and to measure and work on them
all, aclkhowledging that many of the measures are interdependent. Information Security is a complex
field with ramifications throughout the organization. It is unrealistic to expect to find a few simple
measures.

That being said, since Operating System securiél isbout reducing risk and process outpstsh as
better audit reports, reduction in virus incidents, reduction in vulnerabilities are all worthwhile sources
of metrics and | will be using the vulnerability coamid Days of Risk to provide a vulnerigpinalysis
which could be incorporated with other factossich as various kinds of controls and Defense in Depth
measures to provide for reduced risk for different kinds of environments whether corporate or home.

% https://www.issa.org/Members/Logn.php?d=Library%2FJournals%2F2006%2FJuly%2FHinson+
+Seen+Myths.pdf
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DAYS OF RISK AS A METRIC

Daysof-Risk DoR)is a measurement of the time period of greatly increased risk from when a
vulnerability has been publicly disclosed (and thus known and available to millions ofksddips and
other malicious attackers) until a vendor patch is available to closetiinerability.

I like thevulnerability lifecycle charfrom Bruce Schneier's September 2000 Crytam Newsletter,
because it illustrates key points where risk might increase dranmitidassentially, daysf-risk as it is
commonly used is the time from "Vulnerability announced" until the "Vendor patches vulnerability"
points on Schneier's chart.

wendar
pRches
il nerability ‘,A-'-Ilnembmty
popularized
\l Users
il bilit install
nerability e
rish announced F
“alnerability

di sx::Iaed

| believe the potential usefulness of daykrisk (and related variations) as a metiscto monitor and

make improvements to drive vendors to optimize towards reduced user risk. Thougtofdasis is

most obviously related to the vendor maintenance and security response process, it is worth noting that
there are actions that can be takém help reduce the total number of vulnerabilities and move towards
reducing the opportunities for vulnerability discovery.

finTe

QUANTITATIVE METRICS DESCRIPTION & ASSUMPTIONS

Any comparisons of various Operating System security measurement historically vees usiag
jdzt yGAGEFGABS YR NBFRAtE& F@LAftloftS RFEGF FTyR O2
different vendors.

While these counts are popular, vendors control how many vulnerabilities are addressed by g single
security advisory. So ttompensate the inherent weakness of just using raw bulletin counts, | w|ll be
using Days of Risk and a role based approach of measuring security of these different operating [systems
using a likely deployed client configuration environment. So, this asalyl take advantage of Linux
ability to create and deploy a minimum set of components, a security advantage it has over Windows.

3 http://blogs.csoonline.com/basic_guide_to_days_of risk
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The overall vulnerabty informationcan be obtained from public bug reporting lists and from Microsoft
TechNet reportsThe list of these sources is listed in AppendiX Be following is the set of conditions
that was used to gather the vulnerability information and patch information

i. | install onlypatches and fixes released by Microsoft. Similarly for Red Hat andtkiee
Operating Systemsphly install patches released by the vendor.

ii. ¢KS AGaFANRG Lzt AO0¢ RIFEGS F2NJ I @dzZf ySNI 0Af A
released on a public list or a web site (Bugtraq, Red Hat, Microsofgistibsure, Security
Focus, lotik) devoted to security, or a publicly accessible list of bugs or problems posted to
the home site of a package or its mailing list.

iii. Dates of patches are based on the release date for the distribution of interest.

iv. Release dates for a vulnerility patch or fix are specific to a distribution/architecture. If a fix
for a component (ex: libpng) is released on 01/01/2007 for a certain Linux distribution (ex:
Gentoo Linux) and a fix for the same issue is released for Red Hat on 01/10/2007, the
release date for the fix on Red Hat will be 01/10/2007. This is not applicable for the
Windows platform.

V. For past issues, the release date for a patch is the first published vendor report that includes
the patch for the applicable platform for which the patftily fixed the vulnerability. If the
patch had to be réssued to address some portion of the security issue, the later date is
used.

Time Period

The methodology used for this comparison could be applied to any fixed time period for comparisons.
For Sever 2003 analysis, vulnerabilities disclosed earlier than 2007 will be used if any only if Microsoft
has released a fix for these issues in 2007. Similarly, a vulnerabitiguncedn 2007 but fixed in 2008

will not be considered.

When considering theetative security of Windows Server 2003, it is important not just to consutiait
is installed, but alstiow it is installed. Thus, the context in which a role is deployed is important when
considering the longerm security of a solution.

Mitre CVE List

In this analysis, | use the CVE or CAN identifier of vulnerability. CVE stands for Common Vulnerabilities
and Exposures and provides a standardized taxonomy for all publicly known vulnerabilities and
exposures. In this analysis, | refer dovulnerabilityas distinct if it has its own CVE number. In rare
instances, it is possible for a vulnerability to not have been assigned a CVE number. In such a case, this
vulnerability would not be considered for this analysis.

©2008, Ajit Gaddam, All Rights Reserved Page6
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WINDOWS VISTAYEAR 2007

With the prevous Windows Operating Systems, they never supported the principle of least privilege
even in their discretionary access control systems. While there was some concept of a completely
privileged security domain and a completely unprivileged security domitrosoft introduced many
security measures with its latest flagship Operating System, Windows Vista.

Looking at security updates for Windows Vista during the year 2007, Microsoft released a total of 22
Security Bulletins and corresponding patches in teary2007 affecting components of Windows Vista.
These fixed 44 different vulnerabilities. For Windows Vista, the average Days of Risk for these
vulnerabilities was 163.69 days.

Excluded: Development (.Net Frameworks)
Included:Browser [nternet Explorer ¥, Windows Media Player 11, DirectX 10.0

To get a better feel for the frequency and impact of these security updates for administrators
OKNRdzZK2dzi GKS 8SIENE LQ@OS |fa2 OKFNISRtwoweeksa (23
of availabiliy. There were ten, and no week had more than one security update.

Windows Vista Year 2007Patch Event Weekly
Histogram

1 35 7 9111315171921232527293133353739414345474951

Updates
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Week Number

Windows Vista Days of Ris|
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WINDOWS XPYEAR 2007

bSEGEZ tSGQa GF1S | AAYAETFINI £221 F2N 2AyR244 -t
2001 and had a while to mature as a secure Operating Systeatiaflp after the release of Service
Pack 2.

Excluded: Development (.Net frameworks), Web (11S)

Included: The version of Windows XP considered is Windows XP ProfesSRaalithinternet Explorer
6 with Service Pack(IE), Windows Media Player 10 (WM&nd DirectX 9.0

Windows XP in year 2007 had 61 different vulnerabilities which were patched over 39 different security
bulletins.The average Days of Risk for these Windows XP vulnerabilities was 161.52tdated out as
Patch Events, Figure 2 showkawvyear 2007 looked like for Security Administrators for Windows XP

Windows XP Year 200-/atch Event Weekly Histogran
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SIDE;, BY¢ SIDE COMPARISGMNVINDOWS VISTA and WINDOWS XP

With the basic analysis completed for Windows Vista and Windows XP, we now have enough
information to compare them First,f SGQa f 221 FG F OKINI GKIFG &aK2 65
fixed for Windows Vista and Windows XP digeside.

Year 2007 Total Number of Vulnerabilitie

70
*0 = 61
50 \
40 44 —
30 ——
20 —
10 —

0

Windows XP Windows Vista

We can see a reduction in wdrabilities from Windows XP (61) to Windows Vistg {44he year 2007.

Next, bt us examine the ipact that security updates had for administrators by looking at Patch Events
inFigure 44 2 A Y R 2 ¢ asecuritydupdat@occurred across 9 Patch Events in 9 different weeks i
0§KS &SI NJ HnAnnT ®ecarity yipda@edécurred alrdss 12 Ratchdins in 12 different weeks

in the year 2007.

Windows Vista vs Windows XP Year 20(Hatch Events

12 -
10 - -|

O N M O ®©
1

-

|

|

|

|

|

e | —

|

T

|

|

I_w

—_—

|

|

1

i

|

|

|

|

|

-

—1

T

|

|

|

——

——

|

|

|

|

-

:

|

|

)

1

]

R

1 3 5 7 9 11131517 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

= XP = Vista

©2008, Ajit Gaddam, All Rights Reserved Page9




Ajit Gaddam Security Blog
http://www.root777.com

Graphed out visually, it is easy to see that there is reduced work to manage security risk with Windows
Vista in 2007 when compared to Windows XP in the year 2007.

Here is a summary table of the key data dissed above.

Metric Windows Vista Windows XP
Vulnerabilities fixed 44 61
Security Updates 21 39
Patch Events 9 12
Weeks with at least 1 Patch 9 12
Event

WINDOWS VISTA VS OTHER OPERATING SYSTEMS

Comparing the same products which Jeff Jones used] be&viusing other workstation products that
offered longterm support optionsg Red Hat, Ubuntu and Mac OS X 10. Again, the comparison will be
made with the flagship version that has been running for the whole of 2007.

RED HAT ENTERPRISE LINUX

Red Hat sipped Red Hat Enterprise Linux 5 in March 2007. However, it will not be included in this
analysis since | am looking for a full year worth data. So, the version of Red Hat | will examine is Red Hat
Enterprise Linux 4 Workstation (rhel4ws).

Like Jeff Jones,will not count the vulnerabilities for all the components for the product that Red Hat
ships and supports as Red Hat Enterprise Linux 4 WS. To accommodate this idea, | will only use g
reduced set of components in comparisons.

RHEWSc REDUCED COMPONBET
| install a rheldws computer and:

e | excluded any component that is not installed by default, which includes all optional
GaSNIBSNE O2YLRyYySyida GKFEG aKAL 6A0K NKSftnga

¢ | additionally excludedext-internet, graphicqthe gimp stuff) andffice (OpenOfficgé and
Development Toolgcc, etc) installation groups.

e | also used the rpm command to list out all packages that get installed and used that
package list to filter vulnerabilities for inclusion.

©2008, Ajit Gaddam, All Rights Reserved PagelO
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This process results in a Gnomevindows workstation thatincludes standard system management
tools, Firefox for browsing, sound and video support, but excludes all server packages, as well as
hLISYhFFAOS YR 20KSNJ 2LI0A2y 1t addzFF GKFEG | 2AyR

Excluded Componentdevelopment (gt gdb, gt, libpng Ruby, PerlPython php), Office Apps (Open
Office, Thunderbird Mailman SquirrelMail, FetchMail SpamAssassinMutt), Database (mysgl
postgesq), Utilities (SeaMonkey xpdf, gpdf, kpdf TeTe3CUP¥% Graphics (GIMP, gtkZmageMagick
Security (GnuPG, Wireshaficpdump OpenSS} Web (ApachgOpenLDAP, W3C libwwintdig, Squidl
Browsers (Opera, ELinks, Konquer&ntertainment (HelixPlayeFLAL

Included Components Browser (Firefox) Mail SpamAssassinMutt), Messaging(GnomeMeding),
Security (Kerbergshadowutils SAS), Utilities (BusyBox, udiinux, unzip GIMB

This reduced rhel4ws build is then examined for comparison:

e During the year 2007, Red Hat issu@&dSecurity Advisories affecting the rheklreduced set of
componeits on 43 different days durin@l different weekslf limited to only those security
advisories containing issues rated Critical or Important by Red Hat, there were 29 Security
Advisories released on 26 different days during 21 different weeks.

e Red Hatiked 160 different vulnerabilities affecting the reduced rheldws set of components. If
limited to those rated Critical or Important by Red Hat, the number drops down to 114
vulnerabilities.

RHERWS "Reduced" Year 200 Patch Event Weekly Histogran

15 @i &l

$ 10 +— I -
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Figure: RHEL4 WS Reduced Year 2Q®@atch Event Weekly Hisggam
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RHERWS Days of Risl

o)

Number of Vulnerabilities

0-30 3190 91-365 365+
Days of Risk

UBUNTU 6.06 LTS

Ubuntu releases new versions every six months, and supports those releases for 18 months with daily
security fixes and patches to critical bugs. The most recent version, Ubuntu 7.10 (Gutsy Gibbon), was
released on 18 October 2007.

There are also Long Term Support (LTS) releases, which have three years support for the desktop versior
and five years for the server version. The most recent major LTS version, Ubuntu 6.06 (Dapper Drake),
was released on June 1, 2006. The next major Efssom will be 8.04 (Hardy Heron), scheduled for
release in April 2008.

So, with a full year worth vulnerability data to analyze and with Long Term Support, | will be looking at
Ubuntu 6.06 LTS for this analysis.

UBUNTU 6.06 LERREDUCED COMPONENT SET

Smilar to the component set reduction | did for RHEL4WS, for this analysis of Ubuntu 6.06 LTS, | will
exclude componentghat do not have comparable functionality shipping with Windows Vista or
Windows XP.

Ubuntu is pretty good. For exampleijth their advsory USN; 511 ¢ 1, they released a patch for a
Kerberos Vulnerability. However, this only reduced the scope of the vulnerability, without fully solving it.
Three days later, they announce and release a full fix. It is hard to fault someone who are togieng

a patch out which at least tried to mitigate the risk their customers are facing at the earhesither
example is if a patch breaks something such as YSKM4 -1 which fixed vulnerabilities in Samba.
However, some fixes introduced regression smbfs mounts. Ubuntu released a patch fixing this
regression later the same day.

©2008, Ajit Gaddam, All Rights Reserved Pagel?2
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Excluded Components:Browser (w3m Konqueroy ELinky Office/Productivity ©QpenOffice,
Thunderbird kofficg fetchmail liowpd Tomboy, Messaging (ksircEkigd Applicatons (kword,
KTorrent, Inkscape, Ghomedesktop raccoon, PopplerGhostscript VMWare TeTex CUPE Database
(postgreSQL.) Web (Squid, MoinMoin NAS snmpd, pptpd libpng dovecot Apache Jaspey,
Development (PHP, Pythphibgd2 Qt vim Tk PCREPel, Mono,pwlib), Security (Enigmail, tcpdump,
GnuPG Nagio¥ EntertainmentXMMS FLAY, Graphics (GIMRmageMagickCairg GDLibrary), Other
Libraries (t1lib)

Included Components: Browser (Firefokltilities Emac} Entertainment (xingibsndfile, Security
(Kerberos)

This reduced Ubuntu build is then examined for comparison:

During the year 2007, Ubuntu issué8 security advisories covering the reduced desktop build
of Ubuntu 6.06. These fixes were released on 54 different days during the yearir2@¥7
different weeks

During the year 2007, Ubuntu fixed 168 vulnerabilities affecting the reduced Ubuntu desktop set
of components.

Ubuntu 6.06 LTS Year 200Patch Event Weekly Histogran
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APPLE MAC OS XoM

Mac OS X v10.4 "Tiger" was released on April 29, 2005. Among the new features, Tiger idtroduce
Spotlight, Dashboard, Smart Folders, updated Mail program with Smart Mailboxes, QuickTime 7, Safari
2, Automator, VoiceOver, Core Image and Core Video.

On January 10, 2006, Apple released the first Ibgsled Macs along with the 10.4.4 update to Tiger.
This operating system functioned identically on the PowebBs2d Macs and the new Inibhsed
machines, with the exception of the Intel release dropping support for the Classic environment.

Fa this analysis, | will be reviewing thdac OS X 10.8 and keyond This version updateras released

on September 29 2006 and hashe full 2007 vulnerability data to analyze. Applenounced the Mac

OS X 10.4.9 on March®12007 andshippedthe next generationof OS X, tael © h{ - @ wmn ®p
on 10/26/2007which does not have a ongear track record data for this analysis.

Apple does not have a good Security Bulletin naming sysftemexample, there are multiple instances
of the same Security Bulletin number describing different security bulletins addgestifferent
vulnerabilities on different products.

Excluded: Any Beta products, Server relatddunes, Xcodelava Airport, CUPSDevelopment (Perl,
Python, Ruby, XQuery), Applications/Software (Shockwave, Flash, PDFKit, VPN, VideoConference, Ftp(
OpenSSH)

Included: Safari (Bevser), Multimedia (QuickTimgaChat, iPhoto

e Duringthe year 2007, Apple releasedSecurity Update¢l5 Security Updates if QuickTime is
included) affecting Mac OS X 10.4.

e These updates fixed a total ®54 vulnerabilities in shping components of Mac OS X 10.4

e This number of vulnerabilities increases to 187 if QuickTime is included in this count of security
vulnerabilities.

Below if the patch event chart for Mac OS X 10.4 for the year 2007

Mac OS X 10.4 Year 200/Patch Event Weekly Histogran
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Figure: Mac OS X 10.4 Year 20QPatch Events

Apple OS X 10.4 Days of Ri:
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SIDE;, BY¢ SIDE COMPARISON

With the basic analysis completed for Windows Vista and other industry products, we now have enough
AYF2NXYIEGA2Yy G2 O2YLI NP (GKSY® CANRG fSiQa €221 Hi
had foradministrators by looking at Patch Events.

Note: For Apple OS X, from now on, any analysis would include the numbers which include QuickTime
vulnerabilities.

One Year Patch Event Weekly Histogra
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Figure: Patch Event Histogram for all the major Desktop Operating Systems for year 2007
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Graphed out visually in this case, it is hard to see anything. So, Table below is a bit more informative for
comparison.

Metric Windows | Windows Red Hat rhel4ws | Ubuntu 6.06 | Mac OS X 10.4
Vista XP Reduced LTS reduced

Vulnerabilities Fixed 42 66 160 168 187

Security Updates 21 39 67 65 15

Patch Events 9 12 43 54 19

Weeks with at least| 9 12 31 37 15

1 Patch Event

Days of Risk for all Operating Systems

160 -
2 140 A
= 129 m 365+
€ 100 -
2 80 = 91-365
S 60 - 3190
‘g 40 A m0-30
|_
20 A
0 T T T T 1
Windows Windows XP RHEL4WS Ubuntu 6.06 Mac OS X
Vista Reduced Reduced 10.4
#Days | Windows Vista| Windows XP RHELWS Ubuntu 6.06 Mac OS X 10.4
0-30 47 62 11
31-90 6 4 50 57 37
91-365 18 26 33 27 38
365+ 1 1 7 2 9
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WEBBROWSER SECURITY

All the current stable web browsers in use today, Internet Explorer 6, Internet Explorer 7, Firefox 2.x,
{FFF NR o ®E | NB y20 FdzZ & SldALIISR G2 RSFHf 6AGK

The nex generation of browsers such as Internet Explorer 8 and Firefox 3 plan to do a tighter
integration with antimalware and antf NI dzZR Y SOKI yAayYa adzOK |a L9y )
protected mode and IE8 using a sandbox mechanism and malware blockers.

But despite thosemoves, vulnerabilities and malicious hacker attacks that use the browser as the entry
point to desktops continue to risas indicated by the current number of browser exploita. hacking
contests to hack three different notebooks rung Mac OS X, Ubuntu and Vista, network attacks against
all three failed the first day. However, when the contest was opened up to include browser exploits,
Mac OS X failed in 2 minufeVindows Vista running IE7 went next and then Ubuntu running Figgfox

get hacked.

Following is the Web Browser Security néwhbility data and days of Risk for the browsers for the year
2007. The browsers assessed were part of the Operating Systems assessed in this paper. They are
a A O NP mterideti Ex@glorer 6 (Window XP), Internet Explorer 7 (Windows Vista), Firefdx (Red

Hat), Firefox2.x (Ubuntu) and Safari (Mac OS1X.4)

The data especially the average days of risk is highly accurate for Firefox (Red Hat and Ubuntu) and very
close for Internet Explorer 6 & ®Mindows XP, Windows Vista) where | was able to obtain initial
disclosure dates for over 90% of the vulnerabilities. However, for Safari, | was able to get dates for only
6/24 (25%) vulnerabilities for Safari. So, the 78 days ofcoskd be low or could@higher. This again
reflects the closed loop security mentality of Apple.

Coming back to the data, the best browser for year 2007 was Mozilla Firefox on the Ubuntu operating
system, which although was exposed to 56 different vulnerabilities, had the lavesage days of risk
at ~75.

4 http://security.itworld.com/5013/machackedfirst-in-contest080327/page_1.html
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Browsers Vulnerability Count in 200°
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Browser Number of Vulnerabilities Average Days of Risk
Internet Explorer 6 23 219.53
Internet Explorer 7 19 177.46
Mozilla Firefox RHEL 40 106.6
Mozilla Firefox Ubuntu 56 75.15
Apple Safari 24 78
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FINAL OBSERVANIS

So, does the high vulnerability count indicate that the Mac OS X is the most vulnerable of all the
hLISNF GAy3a {eadSvya S@Frfdzd §SRK h¥ O2dz2NES y20X ¢KS
platform compared to the many hundreds for Windowsgaf, if | was a malicious hacker, and
motivated by financial incentives, | would want to write a virus that waqudgvn as many n0OObs as
possible on a dominant platform such as Windows. Owning as many boxes as possible would help a
malicious hacker in lawhing aDDoS attack®r sending out spam or installing spyware on those
machines where each click or install would pay the malicious hacker/spammer.

Recent reports are indicating thiacreasing Mac market sham@nd this might tip it over an infection
point which would bring more active attention from malware writers.

Adam J. O'Donnell, PhD, Director of Emerging Technologies an@dudnd has recently been using
game theory to analyze at what point Macs become more targeted for malicious attack. He states,

"Game theory shows that an inflection point will come when the rate at which
a malware author can reliably compromise a PC riv als that of the Mac market
share. It is at this time you will see monetized, profitable Mac malware start

popping up.”

Derek SchatZsays it best when it may be possible to think about a relative security nirvana by patching
your Operating System diligdnt locking down the configuration and ibg careful with where you surf

and what you trust on the Internefor the average user, it is hard to make an OS secure but at the
akYS GAYS LINBASNBAY3 dzal oAt Adeszr R2S doffar Lingt ar G S NJ
Mac OS. None is measurably better than the other and they only differ in how many security
researchers/ malicious hackers are paying attention to it. Sure, there are some really secure Operating
Systems such as OpenBSD or Trusted Sdiatishow many of your applications would run on them,
those required for desktop usage.

So, Enterprises and regulasers will continue to fight the never ending cycle of patching as new flaws
O2ylGAydzsS G2 0S F2dzy R Ay (batte hativellosédilittld nior® Ractontoitts 2 F

° http://www.bloginfosec.com/2008/03/18/arewe-lesssecurenow-than-before/
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Appendix A
Windows Vistac 2007
I I I [ g v
Date Bulletin Vulnerability Severity Component Announced Days of Risk
4/3/2007 MSO7017 CVE20071212 Important 4/3/2007
4/3/2007 CVE2007-0038 Gritical Animated Cursor 12/20/2006 103
4/3/2007 CVE2007-1215 Important GDI
4/10/2007 MS07021 CVE2006:6696 Critical CSRSS 12/15/2006 115
4/10/2007 CVE2007-1209 Important CSRSS 1/19/2007 81
4/10/2007 CVE20066797 Low CSRSS 12/28/2006 102
5/8/2 007 MS07027 CVE2007-0942 Important 5/8/2007
5/8/2007 CVE2007-0945 Critical
5/8/2007 CVE2007-0946 Important
5/8/2007 CVE2007-0947 Important 1/18/2007 110
5/8/2007 CVE2007-2221 Critical
6/12/2007 MS07032 CVE2007-2229 Moderate ACL 6/12/2007
6/12/2007 MSO07033 CVE2007-1751 Critical 10/24/2006 228
6/12/2007 CVE20071499 Moderate 3/15/2007 87
6/12/2007 CVE2007-2222 Critical 10/24/2006 228
6/12/2007 MSO07034 CVE20062111 Important Windows Mail 12/15/2006 177
6/12/2007 CVE2007-1658 Critical Windows Mail 3/23/2007 79
6/12/2007 CVE2007-2225 Important Windows Mail
6/12/2007 CVE2007-2227 Moderate Windows Mail
7/10/2007 MS07038 CVE2007-3038 Moderate Firewall 7/10/2007
8/14/2007 MSO07042 CVE2007-2223 Critical XML Core Services 5/17/2006 447
8/14/2007 MSO07045 CVE2007-2216 Important 5/8/2007 96
8/14/2007 CVE2007-3041 Important
Windows Media
8/14/2007 MSO07047 CVE2007-3037 Important Player 3/19/2007 145
Windows Media
8/14/2007 CVE2007-3035 Important Player 5/22/2007 82
8/14/2007 MS07048 CVE2007-3033 Important Windows Gadgets 3/21/2007 143
8/14/2007 CVE2007-3032 Moderate Windows Gadgets 3/21/2007 143
8/14/2007 CVE2007-3891 Moderate Windows Gadgets
8/14/2007 MSO07#050 CVE20071749 Critical 10/24/2006 290
9/11/2007 MS07053 CVE2007-3036 Important UNIX 9/11/2007
10/9/2007 MSO07#056 CVE2007-3897 Important Windows Mail 7/11/2007 88
10/9/2007 MS07057 CVE2007-3892 Moderate 10/9/2007
10/9/2007 CVE2007-3893 Critical 4/1/2007 188
10/9/2007 CVE20071091 Low 2/23/2007 226
10/9/2007 CVE2007-3826 Low 7/13/2007 86
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10/9/2007 MS07058 CVE2007-2228
12/11/2007 MS07%063 CVE20075351
12/11/2007 MS07064 CVE2007-3895
12/11/2007 MS07066 CVE20075350
12/11/2007 MS07068 CVE2007-0064
12/11/2007 MS07069 CVE2007-3902

12/11/2007 CVE2007-3903

12/11/2007 CVE2007-5344

12/11/2007 CVE2007:5347
Windows XR; 2007

Important
Important
Critical
Important
Critical
Critical
Critical
Critical
Critical

RPC
SMB
DirectX
Windows Kernel
WMF
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2/5/2007
12/11/2007

7/20/2007
5/22/2007
5/7/2007
5/7/2007

244

141
199
214
214
163.69230

Security Vendor Day
Date Bulletin Vulnerabilities SEVEI WY Component Announced Daysof Risk

1/9/2007 MSO07004 CVE2007-0024
2/13/2007 MS07#005 CVE2006:3448
2/13/2007 MSO0#006 CVE2007-0211
2/13/2007 MSO07007 CVE2007-0210
2/13/2007 MS07#008 CVE2007-0214
2/13/2007 MSO07009 CVE2006:5559
2/13/2007 MS07011 CVE2007-0026
2/13/2007 MSO07012 CVE2007-0025
2/13/2007 MS07013 CVE20061311
2/13/2007 MS07016 CVE20064697

2/13/2007 CVE2007-0219
2/13/2007 CVE20070217
4/3/2007 MSO0%017 CVE20065758
4/3/2007 CVE20071211
4/3/2007 CVE20071212
4/3/2007 CVE2007-5586
4/3/2007 CVE2007-0038
4/3/2007 CVE20071215

4/10/2007 MS07019 CVE20071204
4/10/2007 MSO0%020 CVE2007-1205
4/10/2007 MS07021 CVE2006:6696
4/10/2007 CVE20066797
4/10/2007 MSD7-022 CVE2007-1206
5/8/2007 MS07#027 CVE2007-0942

5/8/2007 CVE2007-0944
5/8/2007 CVE2007-0945
5/8/2007 CVE2007-2221

6/12/2007 MS07031 CVE2007-2218

Critical
Important
Important
Important

Critical

Critical
Important
Important
Important

Critical

Critical

Critical
Important
Moderate
Important
Important

Critical
Important

Critical

Critical

Critical

Low
Important

Critical

Critical

Critical

Critical

Critical

Interactive Training
Windows Shell
Windows Image
ActiveX
ActiveX
OLE
MFC
RichEdit

GDI
WMF
EMF
GDI
Animated Cursor
GDI
UPNP
MS Agent URL
CSRSS
CSRSS

Windows Kernel

Windows Schannel

10/3/2006
5/15/2006
2/13/2007
2/13/2007

10/27/2006

8/16/2006

12/20/2006

12/6/2006
12/11/2006
12/15/2006
12/28/2006
12/12/2006

3/10/2006

3/19/2007

268

106

177

103

119
115
102

418
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6/12/2007 MSO07033 CVE2007-0218 Critical 10/24/2006 228
6/12/2007 CVE2007-1750 Critical 10/24/2006 228
6/12/2007 CVE2007-3027 Critical 10/24/2006 228
6/12/2007 CVE20071751 Critical 10/24/2006 228
6/12/2007 CVE2007-2222 Critical 10/24/2006 228
6/12/2007 MS07034 CVE20062111 Important Windows Madli 12/15/2006 177
6/12/2007 CVE2007-2225 Important Windows Mail
6/12/2007 CVE2007-2227 Moderate Windows Mail
6/12/2007 MSO07035 CVE2007-2219 Critical Win32 API 4/11/2007 61
8/14/2007 MS07042 CVE2007-2223 Critical XML Core 5/17/2006
8/14/2007 MS07043 CVE2007-2224 Critical OLE 10/3/2006
8/14/2007 MS07045 CVE2007-2216 Critical 5/8/2007
8/14/2007 CVE2007-3041 Critical
8/14/2007 MS07046 CVE2007-3034 Critical GDI 3/27/2007 137
8/14/2007 MS07047 CVE2007-3037 Important WMP 3/19/2007 145
8/14/2007 CVE2007-3035 Important WMP 5/22/2007 82
8/14/2007 MS07050 CVE2007-1749 Critical 10/24/2006 290
9/11/2007 MS07053 CVE2007-3036 Important UNIX 9/11/2007 0
10/9/2007 MSO07055 CVE2007-2217 Critical Image Viewer
10/9/2007 MS07056 CVE2007-3897 Critical Windows Mail 7/11/2007 88
10/9/2007 MS07057 CVE2007-3892 Moderate 10/9/2007 0
10/9/2007 CVE2007-3893 Critical 4/1/2007 188
10/9/2007 C\E2007-1091 Low 2/23/2007 226
10/9/2007 CVE2007-3826 Low 7/13/2007 86
10/9/2007 MS07058 CVE2007-2228 Important RPC 2/5/2007 244
11/13/2007 MSO07061 CVE2007-3896 Critical Windows URI 7126/2007 107
12/11/2007 MS07064 CVE2007-3895 Critical DirectX
12/11/2007 MSO07%065 CVE2007-3039 Important Message Queuing 4/2/2007 249
12/11/2007 MS07068 CVE2007-0064 Critical WMF
12/11/2007  MSO7069 CVE2007-3902 Critical 7/20/2007 141
12/11/2007 CVE2007-3903 Critical 5/22/2007 199
12/11/2007 CVE2007-5344 Critical 5/7/2007 214
12/11/2007 CVE2007-5347 Critical 5/7/2007 214
161.52941

RHEL4WS Reduced Version Vulnerability list for 2007

Vendor Day Days of
Date Security Bulletin Vulnerability Severity Component Announced Risk

1/10/200

7 RHSA; 2007: 0003 CVE; 2006¢ 6101 Important X.org 12/4/2006
1/10/2007 CVE; 2006¢ 6102 X.org 12/4/2006 36
1/10/2007 CVE; 2006¢ 6103 X.org 12/4/2006 36
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1/11/200

7 RHSA 2007: 0011 CVE; 2006¢ 4514 Moderate GNOME 8/17/2006 144
1/30/200

7 RHSA; 2007: 0014 CVE; 2006¢ 4538 Moderate Linux Kernel 9/18/2006 132
1/30/2007 CVE; 2006¢ 4813 Important Linux Kernel 12/14/2006 46
1/30/2007 CVE; 2006¢ 4814 Moderate Linux Kernel 12/20/2006 40
1/30/2007 CVE; 2006¢ 5174 Important Linux Kernel 10/6/2006 114
1/30/2007 CVE; 2006¢ 5619 Important Linux Kernel 11/1/2006 89
1/30/2007 CVE; 2006¢ 5751 Important Linux Kernel 12/7/2006 53
1/30/2007 CVE; 2006¢ 5753 Moderate Linux Kernel 1/30/2006 360
1/30/2007 CVE; 2006¢ 5754 Important Linux Kernel 12/29/2006 31
1/30/2007 CVE; 2006¢ 5757 Low Linux Kernel 11/6/2006 84
1/30/2007 CVE; 2006¢ 5823 Low Linux Kernel 11/8/2006 82
1/30/2007 CVE( 2006¢ 6053 Low Linux Kernel 11/23/2006 67
1/30/2007 CVE; 2006¢ 6054 Low Linux Kernel 11/23/2006 67
1/30/2007 CVE; 2006¢ 6056 Low Linux Kernel 11/23/2006 67
1/30/2007 CVE; 2006¢ 6106 Moderate Linux Kernel 12/18/2006 42
1/30/2007 CVE; 2006 ¢ 6535 Moderate Linux Kernel 10/25/2006 95
2/6/2007 RHSA; 2007: 0044 CVE; 2007¢ 0494 Moderate DNS BIND 1/29/2007 7
2/8/2007 RHSA 2007: 0008 CVE; 2006¢ 6107 Moderate D-BUS 12/14/2006 54
2/15/200

7 RHSA; 2007: 0060 CVE; 2007¢ 0452 Moderate Samba 1/30/2007 15
2/20/200

7 RHSA; 2007: 0086 CVE; 2007¢ 1007 Critical Gnome 2/19/2007 1
2/23/200

7 RHSA; 2007: 0079 CVE; 2006¢ 6077 Critical 11/22/2006 91
2/23/2007 CVE; 2007¢ 0008 12/18/2006 65
2/23/2007 CVE; 2007¢ 0009 12/18/2006 65
2/23/2007 CVE; 2007¢ 0775
2/23/2007 CVE; 2007¢ 0777
2/23/2007 CVE; 2007¢ 0778 8/8/2006 195
2/23/2007 CVE; 2007¢ 0779 11/20/2006 93
2/23/2007 CVE; 2007¢ 0780
2/23/2007 CVE; 2007¢ 0800
2/23/2007 CVE; 2007¢ 0981 2/16/2007 7
2/23/2007 CVE; 2007¢ 0994
2/23/2007 CVE; 2007¢ 0995
2/23/2007 CVE; 2007¢ 0996 10/11/2006 132
2/23/2007 CVE; 2007¢ 1092 2/22/2007 1
2/27/200

7 RHSA 2007: 0085 CVE; 2007¢ 0001 Important Kernel 1/17/2007 40
2/27/2007 CVE; 2007¢ 0006 Kernel 2/13/2007 14
3/23/200

7 RHSA; 2007: 0124 CVE; 2007¢ 1536 Moderate File cmd 3/20/2007 3
4/3/2007 RHSA 2007: 0126 CVE; 2007 ¢ 1003 Important X.org 2/8/2007 55
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4/3/2007 CVE; 2007¢ 1351 X.org 2/21/2007 42
4/3/2007 CVE; 2007¢ 1352 X.org 2/21/2007 42
4/3/2007 CVE; 2007¢ 1667 X.org 3/9/2007 24
4/3/2007 RHSA; 2007: 0095 CVE; 2007¢ 0956 Critical Kerberos 2/23/2007 40
4/3/2007 CVE- 2007¢ 0957 Kerberos 2/8/2007 55
4/3/2007 CVE; 2007¢ 1216 Kerberos 3/8/2007 25
4/16/200

7 RHSA 2007: 0150 CVE; 2007¢ 1351 Moderate Freetype 2/21/2007 55
4/16/2007 RHSA 2007: 0286 CVE; 2006¢ 1057 Low GNOME 4/7/2006 369
5/1/2007 RHSA 2007: 0276 CVE; 2006¢ 1174 Low Shadowutils 5/24/2006 337
5/1/2007 RHSA; 2007: 0252 CVE; 2006¢ 7176 Low Sendmail 10/26/2005 545
5/1/2007 RHSA 2007: 0245 CVE; 2005¢ 4268 Low GNU cpio 11/10/2005 531
5/1/2007 RHSA; 2007: 0244 CVE; 2006¢ 1058 Low BusyBox 3/30/2006 391
5/1/2007 RHSA 2007: 0235 CVE; 2006¢ 7108 Low Util-linux 1/9/2006 472
5/1/2007 RHSA; 2007: 0203 CVE; 2005¢ 2475 Low Unzip 8/2/2005 629
5/1/2007 CVE; 2005¢ 4667 Unzip 1/25/2006 456
5/1/2007 RHSA 2007:0322 CVE; 2007¢ 1859 Moderate XScreenSaver 4/18/2007 13
5/2/2007 RHSA; 2007: 0354 CVE; 2007¢ 2446 Critical Samba 4/25/2007 7
5/14/200

7 CVE; 2007¢ 2447 Samba 5/7/2007 7
5/14/2007 RHSA 2007: 0065 CVE; 2006¢ 6899 Moderate BlueTooth 2/2/2007 102
5/14/2007 RHSA 2007: 0353 CVE; 2007¢ 1558 Moderate Evolution 5/1/2007 13
5/17/200

7 RHSA 2007: 0345 CVE; 2007¢ 1856 Moderate Cron 4/10/2007 37
5/17/2007 RHSA 2007: 0343 CVE; 2007¢ 2356 Moderate GIMP 4/30/2007 17
5/30/200

7 RHSA 2007: 040 CVE; 2007¢ 1362 Critical 5/30/2007 0
5/30/2007 CVE; 2007¢ 1562 2/15/2007 105
5/30/2007 CVE; 2007¢ 2867
5/30/2007 CVE; 2007¢ 2868
5/30/2007 CVE; 2007¢ 2869 12/17/2006 163
5/30/2007 CVE; 2007¢ 2870 4/10/2007 50
5/30/2007 CVE; 2007¢ 2871 3/19/2007 71
5/30/2007 RHSA 2007: 0391 CVE; 2007¢ 2799 Moderate File cmd 5/23/2007 7
5/30/2007 RHSA 2007: 0389 CVE; 2007¢ 1995 Moderate Quagga 5/17/2007 13
6/11/200

7 RHSA; 2007: 0403 CVE; 2007¢ 2754 Moderate FreeType 5/15/2007 26
6/13/200

7 RHSA; 2007: 0494 CVE; 2007¢ 2022 Important Kdebase 6/10/2007 3
6/14/200

7 RHSA; 2007: 0501 CVE; 2006¢ 4168 Moderate Libexif 6/12/2007 2
6/25/200

7 RHSA; 2007: 0509 CVE; 2007¢ 3257 Important Evolution 6/14/2007 11
6/25/2007 RHSA 2007: 0488 CVE; 2006¢ 5158 Moderate Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2006¢ 7203 Important Linux Kernel 6/8/2007 17
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6/25/2007 CVE; 2007¢ 0773 Important Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2007¢ 0958 Low Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2007¢ 1353 Low Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2007¢ 2172 Important Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2007¢ 2525 Important Linux Kernel 6/8/2007 17
6/25/2007 CVE; 2007¢ 2876 Important Linux Kernel 6/11/2007 14
6/25/2007 CVE; 2007¢ 3104 Moderate Linux Kernel 6/4/2007 21
6/26/200

7 RHSA 2007: 0562 CVE; 2007¢ 2442 Important Kerberos 6/25/2007 1
6/26/2007 CVE; 2007¢ 2443 Kerberos 6/25/2007 1
6/26/2007 CVE; 2007¢ 2798 Kerberos 6/25/2007 1
7/12/200

7 RHSA 2007 : 0675  CVE; 2007¢ 3377 Moderate Net::DNS 6/23/2007 19
7/12/2007 RHSA 2007: 0519 CVE; 2007¢ 3103 Moderate X.Org 6/5/2007 37
8/7/2007 RHSA 2007: 0765 CVE; 2007¢ 0235 Moderate Libgtop2 712712007 10
8/23/200

7 RHSA 2007: 0860 CVE; 2007¢ 4131 Moderate Tar 8/13/2007 10
9/4/2007 RHSA 2007: 0873 CVE; 2007¢ 4134 Moderate Star 8/22/2007 12
9/4/2007 RHSA 2007: 0795 CVE; 2006¢ 1721 Moderate Cyrusg SASL 4/24/2006 490
9/4/2007 RH® ¢ 2007: 0774 CVE; 2006¢ 0558 Moderate Linux Kernel 7/30/2007 34
9/4/2007 CVE; 2007¢ 1217 Moderate Linux Kernel 6/8/2007 86
9/19/200

7 RHSA; 2007: 0913 CVE; 2007¢ 3999 Important Nfs-utils 8/6/2007 43
9/19/2007 RHSA; 2007: 0898 CVE; 2007¢ 4730 Moderate X.org 9/11/2007 8
9/19/2007 RHSA 2007: 0845 CVE; 2007¢ 3106 Important Ogg Vorbis 6/27/2007 82
9/19/2007 CVE; 2007¢ 4029 Ogg Vorbis 6/5/2007 104
9/19/2007 CVE; 2007¢ 4065 Ogg Vorbis 7/26/2007 53
9/19/2007 CVE; 2007¢ 4066 Ogg Vabis 7/25/2007 54
9/26/200

7 RHSA; 2007: 0513 CVE; 2006¢ 4519 Moderate GIMP 7/9/2007 77
9/26/2007 CVE; 2007¢ 2949 GIMP 6/15/2007 101
9/26/2007 CVE; 2007¢ 3741 GIMP 7/12/2007 74
9/27/200

7 RHSA; 2007: 0937 CVE; 2007¢ 4573 Important Linux Kemel 9/18/2007 9
10/19/20

07 RHSA 2007: 0979 CVE; 2007¢ 1095 Critical 2/23/2007 236
10/19/200

7 CVE; 2007¢ 2292 4/25/2007 174
10/19/200

7 CVE; 2007¢ 3511 7/2/2007 107
10/19/200

7 CVE; 2007¢ 3844 7/13/2007 96
10/19/200

7 CVE; 2007¢ 5334 8/5/2007 74
10/19/200

7 CVE; 2007¢ 5337 5/18/2007 151
10/19/200

7 CVE; 2007¢ 5338 7/12/2007 97
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10/19/200

7 CVE; 2007¢ 5339
10/19/200

7 CVE; 2007¢ 5340
11/1/200

7 RH® ¢ 2007: 0939 CVE; 2006¢ 6921 Moderate Linux Kernel 9/24/2007 37
11/1/2007 CVE; 2007¢ 2878 Important Linux Kernel 7/10/2007 111
11/1/2007 CVE; 2007¢ 3105 Low Linux Kernel 7/16/2007 105
11/1/2007 CVE; 2007¢ 3739 Moderate Linux Kernel 9/18/2007 43
11/1/2007 CVE; 2007¢ 3740 Important Linux Kernel 9/4/2007 57
11/1/2007 CVE; 2007¢ 3843 Low Linux Kernel 9/4/2007 57
11/1/2007 CVE; 2007¢ 3848 Important Linux Kernel 8/6/2007 85
11/1/2007 CVE; 2007¢ 4308 Moderate Linux Kernel 8/15/2007 76
11/1/2007 CVE; 2007¢ 4571 Moderate Linux Kernel 9/13/2007 48
11/15/20

07 RHSA 2007: 1045 CVE; 2007¢ 5846 Moderate Net¢ SNMP 11/2/2007 13
11/15/200

7 RHSA; 2007: 1016 CVE; 2007¢ 4138 Critical Samba 9/11/2007 64
11/15/200

7 CVE; 2007¢ 4572 Samba 9/18/2007 57
11/15/200

7 CVE; 2007¢ 5398 Samba 10/30/2007 15
11/15/200

7 RHSA; 2007: 1003 CVE; 2007¢ 3108 Moderate OpenSSL 6/26/2007 139
11/15/200

7 CVE; 2007¢ 5135 OpenSSL 9/27/2007 48
11/15/200

7 RHSA; 2007: 0969 CVE; 2007¢ 5191 Moderate Util ¢ linux 10/5/2007 40
11/15/200

7 RHSA 2007: 0737 CVE; 2007¢ 1716 Moderate PAM 3/3/2007 252
11/15/200

7 CVE; 2007¢ 3102 PAM 7/11/2007 124
11/26/20

07 RHSA; 2007: 1082 CVE; 2007¢ 5947 Critical 11/21/2007 5
11/26/200

7 CVE; 2007¢ 5959 11/21/2007 5
11/26/200

7 CVE; 2007¢ 5960 11/21/2007 5
12/4/200

7 RHSA; 2007: 0740 CVE; 2007¢ 2926 Moderate ISC BIND 7/19/2007 135
12/4/2007 RHSA 2007: 0724 CVE; 2007¢ 3089 Critical 5/19/2007 195
12/4/2007 CVE; 2007¢ 3656 7/8/2007 146
12/4/2007 CVE; 2007¢ 3734 7/17/2007 137
12/4/2007 CVE; 2007¢ 3735 7/17/2007 137
12/4/2007 CVE; 2007¢ 3736 5/11/2007 203
12/4/2007 CVE; 2007¢ 3737 6/5/2007 179
12/4/2007 CVE; 2007¢ 3738
12/10/20

07 RHSA 2007: 1114 CVE; 2007¢ 6015 Critical Samba 11/23/2007 17
12/12/20

07 RHSA 2007: 1129 CVE; 2007¢ 5964 Important Autofs 12/4/2007 8
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