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EXECUTIVE SUMMARY 

Classic OS protection techniques are no longer able to protect against the constant evolving threat 

landscape to any IT infrastructure. Increasingly untrustworthy software residing on top of an OS, 

including active web code and remotely exploited applications, means that it is no longer sufficient to 

protect users from each other. 

This paper analyzes the vulnerability disclosures and security updates during the year 2007 for Windows 

Vista Operating System when compared to its predecessor, Windows XP, along with other modern Client 

Operating Systems Red Hat, Ubuntu and Apple Mac OS X.  

The results of this analysis based on the Vulnerability Count Metric and Days of Risk suggest that 

Windows Vista is the most secure Operating System when compared to the other leading Desktop 

Operating Systems for the year 2007 based on its lower vulnerability profile. Windows Vista is also 

significantly easier to administer for IT Security of various corporations as well as individual users based 

on the number of Security Bulletins and updates it issues besides the excellent security support provided 

through Microsoft TechNet Security Center.   

With the vulnerability and risk data available, I also wanted to tackle the topic of Browser security. The 

analysis reveals that Firefox 2.x on Ubuntu platform was the most secure browser for the year 2007 in 

terms of the lowest Days of Risk and vulnerability profile. 

While these results represent only the vulnerability dimension of security risk, they do provide insight 

into the aspects of security quality that are under the control of the vendors ς code security quality and 

security response. These metrics however, must be considered in combination with several other 

important qualitative factors when choosing a platform based upon security maintenance and likelihood 

of a security breach in your environment.  

.ŜȅƻƴŘ ǇŀǘŎƘŜǎ ŀƴŘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΣ ǘƘŜǊŜ ŀǊŜ άǎƻŦǘŜǊέ ǉǳŀƭƛǘƛŜǎ ƻŦ ǎŜŎǳǊƛǘȅ ǘƘŀǘ ŀǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ǉǳŀƴǘƛŦȅ 

but undeniably impact deployed security. Qualities like security lifecycle support, bulletin 

descriptiveness, default security features and the like all have a direct impact on deployed role security.  

Note: This report is an update to the previously published Windows Vista One Year Vulnerability Report 

by Jeff Jones1, a VP at Microsoft, who concluded that Windows Vista is more secure by analyzing 

vulnerability data of Windows Vista and other Operating Systems based on the first year of their 

operation. However, as Jeff admits, this kind of first year analysis may be good to evaluate the security 

practices and product development methodologies of a vendor more than measure the security of an 

Operating system. This paper expands on his findings while following a similar structure ǳǎŜŘ ƛƴ WŜŦŦΩǎ 

report presenting a deeper level of analysis and comparison of the modern workstation Operating 

Systems using the entire 2007 vulnerability and risk data which would more accurately reflect the 

άǇǊŜǎŜƴǘ ǎŜŎǳǊƛǘȅ ǎǘŀǘŜέ ƻŦ ǘƘŜǎŜ ŘƛŦŦŜǊŜƴǘ hǇŜrating Systems. 

                                                           
1
 http://blogs.technet.com/security/archive/2008/01/23/download-windows-vista-one-year-vulnerability-report.aspx 

http://www.microsoft.com/technet/security/default.mspx
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INTRODUCTION 

With Operating System Security, there is a need for preventing the unauthorized reading or modification 

of data, or the unauthorized use of resources.  Traditionally, protection has been based on the idea of 

protecting users from each other. The operating system and other programs authenticate a user, and 

the user is the basis of protection policies. Applications a user runs on his behalf are assumed to perform 

according to their specifications.  

The rise of the Internet, however, has drastically reduced the trust that can be placed in software 

running on our Operating Systems. First, a tremendous amount of active content can be run simply by 

loading a Web page or reading an e-mail lowering the barriers to entry. Also, the use of spyware and 

adware, disguised as legitimate software, is on the rise. Also, we are going to see local applications 

interpreting more and more remote content, increasing the likelihood that a malicious user can exploit 

vulnerabilities to take control of the program, the operating system and finally the machine itself. 

hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ǾŜƴŘƻǊǎ ǳǎŜ ǘƘŜ ǘŜǊƳ άǎŜŎǳǊŜέ ǘƻ ŘŜǎŎǊƛōŜ ǘƘŜ ǎǘŀǘŜ ƻŦ ǘƘŜƛǊ ǇǊƻŘǳŎǘǎΦ IƻǿŜǾŜǊΣ ǘƘŜ 

reality is that how secure a system really is lies in the implementation of the Operating System itself.  

MEASURING OPERATING SYSTEM SECURITY 

How does one measure the security of an Operating System or for that matter, measure Information 

Security? After all, the common mantra seems to be ά¸ƻǳ ŎŀƴΩǘ ƳŀƴŀƎŜ ǿƘŀǘ ȅƻǳ ŎŀƴΩǘ ƳŜŀǎǳǊŜέ and 

άǿƘŀǘ ƎŜǘǎ ƳŜŀǎǳǊŜŘ ƎŜǘǎ ŘƻƴŜέΦ So, by measuring the number of vulnerabilities and their severity, can 

we determine how secure an Operating System is? Can these metrics predict future risk trends? What 

do these numbers actually tell us? And if these numbers are lower this year from last year or their first 

year, can the vendor claim success about providing enhanced security?  

I tried to approach this Operating System Security Metrics based on an ISSA paper on Seven Myths 

about Information Security Metrics2.  Measuring anything makes it easier to drive improvements but 

measuring the wrong things leads to improving the wrong things. The hard part is not measurement 

per se but figuring out the suite of parameters that need altering and to measure and work on them 

all, acknowledging that many of the measures are interdependent. Information Security is a complex 

field with ramifications throughout the organization. It is unrealistic to expect to find a few simple 

measures.  

That being said, since Operating System security is all about reducing risk and process outputs such as 

better audit reports, reduction in virus incidents, reduction in vulnerabilities are all worthwhile sources 

of metrics and I will be using the vulnerability count and Days of Risk to provide a vulnerability analysis 

which could be incorporated with other factors such as various kinds of controls and Defense in Depth 

measures to provide for reduced risk for different kinds of environments whether corporate or home.  

                                                           
2
 https://www.issa.org/Members/Log-In.php?d=Library%2FJournals%2F2006%2FJuly%2FHinson+-

+Seven+Myths.pdf 
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DAYS OF RISK AS A METRIC 

Days-of-Risk (DoR) is a measurement of the time period of greatly increased risk from when a 

vulnerability has been publicly disclosed (and thus known and available to millions of script-kiddies and 

other malicious attackers) until a vendor patch is available to close the vulnerability. 

I like the vulnerability lifecycle chart from Bruce Schneier's September 2000 Crypto-Gram Newsletter, 

because it illustrates key points where risk might increase dramatically. Essentially, days-of-risk as it is 

commonly used is the time from "Vulnerability announced" until the "Vendor patches vulnerability" 

points on Schneier's chart. 

 

I believe the potential usefulness of days-of-risk (and related variations) as a metric is to monitor and 

make improvements to drive vendors to optimize towards reduced user risk.  Though days-of-risk is 

most obviously related to the vendor maintenance and security response process, it is worth noting that 

there are actions that can be taken to help reduce the total number of vulnerabilities and move towards 

reducing the opportunities for vulnerability discovery.3 

QUANTITATIVE METRICS DESCRIPTION & ASSUMPTIONS 

Any comparisons of various Operating System security measurement historically was made using 

ǉǳŀƴǘƛǘŀǘƛǾŜ ŀƴŘ ǊŜŀŘƛƭȅ ŀǾŀƛƭŀōƭŜ Řŀǘŀ ŀƴŘ Ŏƻǳƴǘǎ ƻŦ άǎŜŎǳǊƛǘȅ ŀŘǾƛǎƻǊƛŜǎ ƻǊ ōǳƭƭŜǘƛƴǎέ ƛǎǎǳŜŘ ōȅ ǘƘŜ 

different vendors.  

While these counts are popular, vendors control how many vulnerabilities are addressed by a single 

security advisory.  So to compensate the inherent weakness of just using raw bulletin counts, I will be 

using Days of Risk and a role based approach of measuring security of these different operating systems 

using a likely deployed client configuration environment. So, this analysis will take advantage of Linux 

ability to create and deploy a minimum set of components, a security advantage it has over Windows.  

                                                           
3
 http://blogs.csoonline.com/basic_guide_to_days_of_risk 

http://www.schneier.com/crypto-gram-0009.html#1
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The overall vulnerability information can be obtained from public bug reporting lists and from Microsoft 

TechNet reports. The list of these sources is listed in Appendix B. The following is the set of conditions 

that was used to gather the vulnerability information and patch information 

i. I install only patches and fixes released by Microsoft. Similarly for Red Hat and the other 

Operating Systems, I only install patches released by the vendor.  

ii. ¢ƘŜ άŦƛǊǎǘ ǇǳōƭƛŎέ ŘŀǘŜ ŦƻǊ ŀ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛǎ ǘƘŜ ŘŀǘŜ ŀǘ ǿƘƛŎƘ ǘƘŜ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǿŀǎ ŦƛǊǎǘ 

released on a public list or a web site (Bugtraq, Red Hat, Microsoft, Full-disclosure, Security 

Focus, k-otik) devoted to security, or a publicly accessible list of bugs or problems posted to 

the home site of a package or its mailing list.  

iii. Dates of patches are based on the release date for the distribution of interest.  

iv. Release dates for a vulnerability patch or fix are specific to a distribution/architecture. If a fix 

for a component (ex: libpng) is released on 01/01/2007 for a certain Linux distribution (ex: 

Gentoo Linux) and a fix for the same issue is released for Red Hat on 01/10/2007, the 

release date for the fix on Red Hat will be 01/10/2007. This is not applicable for the 

Windows platform.  

v. For past issues, the release date for a patch is the first published vendor report that includes 

the patch for the applicable platform for which the patch fully fixed the vulnerability. If the 

patch had to be re-issued to address some portion of the security issue, the later date is 

used.  

Time Period 

The methodology used for this comparison could be applied to any fixed time period for comparisons. 

For Server 2003 analysis, vulnerabilities disclosed earlier than 2007 will be used if any only if Microsoft 

has released a fix for these issues in 2007. Similarly, a vulnerability announced in 2007 but fixed in 2008 

will not be considered.  

When considering the relative security of Windows Server 2003, it is important not just to consider what 

is installed, but also how it is installed. Thus, the context in which a role is deployed is important when 

considering the long-term security of a solution. 

Mitre CVE List 

In this analysis, I use the CVE or CAN identifier of vulnerability. CVE stands for Common Vulnerabilities 

and Exposures and provides a standardized taxonomy for all publicly known vulnerabilities and 

exposures. In this analysis, I refer to a vulnerability as distinct if it has its own CVE number. In rare 

instances, it is possible for a vulnerability to not have been assigned a CVE number. In such a case, this 

vulnerability would not be considered for this analysis.  
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WINDOWS VISTA ς YEAR 2007 

With the previous Windows Operating Systems, they never supported the principle of least privilege 

even in their discretionary access control systems. While there was some concept of a completely 

privileged security domain and a completely unprivileged security domain, Microsoft introduced many 

security measures with its latest flagship Operating System, Windows Vista. 

Looking at security updates for Windows Vista during the year 2007, Microsoft released a total of 22 

Security Bulletins and corresponding patches in the year 2007 affecting components of Windows Vista. 

These fixed 44 different vulnerabilities. For Windows Vista, the average Days of Risk for these 

vulnerabilities was 163.69 days. 

Excluded: Development (.Net Frameworks) 

Included: Browser (Internet Explorer 7), Windows Media Player 11, DirectX 10.0 

To get a better feel for the frequency and impact of these security updates for administrators 

ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ȅŜŀǊΣ LΩǾŜ ŀƭǎƻ ŎƘŀǊǘŜŘ ŀ ƘƛǎǘƻƎǊŀƳ ƻŦ tŀǘŎƘ 9ǾŜƴǘǎ ƻƴ ŀ ƎǊŀǇƘ ƻŦ ǘƘŜ ŦƛǊǎǘ ŦƛŦǘȅ-two weeks 

of availability. There were ten, and no week had more than one security update. 
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WINDOWS XP ς YEAR 2007 

bŜȄǘΣ ƭŜǘΩǎ ǘŀƪŜ ŀ ǎƛƳƛƭŀǊ ƭƻƻƪ ŦƻǊ ²ƛƴŘƻǿǎ ·t ƛƴ ǘƘŜ ȅŜŀǊ нллтΦ ²ƛƴŘƻǿǎ ·t ǎƘƛǇǇŜŘ ƻƴ hŎǘƻōŜǊ нрth 

2001 and had a while to mature as a secure Operating System especially after the release of Service 

Pack 2.  

Excluded: Development (.Net frameworks), Web (IIS) 

Included:  The version of Windows XP considered is Windows XP Professional SP2 with Internet Explorer 

6 with Service Pack 1 (IE) , Windows Media Player 10 (WMP) and DirectX 9.0 

Windows XP in year 2007 had 61 different vulnerabilities which were patched over 39 different security 

bulletins. The average Days of Risk for these Windows XP vulnerabilities was 161.52 days. Charted out as 

Patch Events, Figure 2 shows what year 2007 looked like for Security Administrators for Windows XP 
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